GLOBAL RISK ALLIANCE LTD
MENTORSHIP PROGRAMME

A solutions approach to risk identification and the
prevention of revenue loss.

www.global-riskalliance.com




MENTORSHIP PROGRAMME

Background and rationale

The procurement lifecycle and associated functions are consistently identified as high-risk
areas for fraud due to their direct interaction with suppliers, significant financial authority, and
discretionary decision-making. Common procurement fraud risks include bribery, kickbacks,
bid rigging, collusion, and unmanaged conflicts of interest. These risks not only lead to financial
losses but also undermine organisational reputation, stakeholder trust, and overall business
integrity.

While existing controls such as policies, audits, and compliance training are essential, they are
often insufficient on their own. Traditional approaches tend to focus on rule awareness rather
than ethical judgement in complex, real-world scenarios. There is a clear need for a
complementary, people-centred approach that embeds integrity into daily procurement
practices.

Purpose of mentorship programme

We recognise that in the majority of organisations operational staff, managers and leaders
already have the relevant experience and expertise in their field. What in many cases is missing
is the associated procurement fraud and corruption knowledge that is relevant to their role and
the understanding of how they can use this new knowledge to better identify and mitigate
internal and external risks.

The proposed Procurement Fraud Mentorship Programme aims to strengthen business integrity
by supporting and enhancing the experience and expertise of professionals through a structured
framework in sharing knowledge, experience and assessment. The programme will focus on
practical guidance, ethical decision-making, and early identification of fraud risks through
structured mentorship relationships.

The objective is to move beyond ‘tick-box’ compliance and cultivate a strong ethical culture
where integrity is actively practised, discussed, and reinforced.

How the programme supports business integrity

a. Strengthening Ethical Judgement

Mentorship enables knowledge transfer grounded in real-life experience. Mentors can share
practical insights into handling supplier pressure, managing conflicts of interest, and navigating
ethical grey areas. This helps mentees develop sound judgement and confidence when faced
with integrity-related challenges.

b. Early Detection and Prevention of Fraud

Through regular, informal discussions, mentors can help mentees recognise early warning signs
of procurement fraud. This creates a safe environment for raising concerns that may not yet
warrant formal reporting, allowing issues to be addressed before they escalate into significant
breaches.

c. Reinforcing a Culture of Transparency and Accountability

The programme visibly demonstrates organisational commitment to ethical conduct. Open
dialogue between mentors and mentees encourages transparency, normalises ethical
discussions, and reduces fear associated with speaking up. This strengthens accountability at
all levels of the procurement function.
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Learning modalities

The mentees learning will evolve through regular 1-hour training with engagement—discussion
following mentee self-reflection—guided research and action—implementation of new learning
and assessment of outcomes.

Expected outcomes and benefits

A mentorship agreement will outline meeting frequency, confidentiality and goals. Mentor and
mentee will agree on other expectations including feedback format, commitment to the
programme including an individual’s ownership of their personal development.

Dependent on your organisation requirement, expected benefits from the mentorship approach
will include reduced exposure to procurement fraud and related financial losses, a greater
understanding of risk and its assessment, consistent approach to risk identification and its
mitigation, improved reporting culture and early risk identification, development of your
framework to mitigate procurement fraud and corruption and a stronger coordinated response
where risk is identified, enhancing organisational reputation and stakeholder confidence.

Self-reflection

In addition to the knowledge gained and implementation of this learning, mentees should also
reflect on their core skills, specifically, personal development in communication—decision
making and change management—planning and organising—leadership and management.

Timelines and communication channels

A 12-month programme that has a monthly virtual meeting composed of 6 one-hour training
sessions with discussion and feedback and 6 one-hour sessions that discuss self-reflection,
current risks, challenges and operational outcomes from proactive action and change
management. This process will include progress checkpoints. Sessions will, where practicable,
be flexible to fit professional availability that meets to purpose of the meeting and supports
mentoring relationships. Communication will be agreed and arranged via virtual meetings, and
where appropriate, additional communication will be arranged on an ad hoc basis to meet the
need of the mentee that addresses specific risks or challenges where guidance is felt
necessary.

Conclusion

The Procurement Fraud Mentorship Programme represents a low-cost, high-impact investment
in business integrity. By focusing on people, judgement, and culture, the programme
complements existing controls and embeds ethical behaviour into everyday procurement
activities. Approval of this programme will position the organisation to proactively prevent fraud,
strengthen governance, and sustain long-term trust.
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Programme structure

Risk Typologies of procurement fraud and corruption
Opportunistic and planned corruption
Projectrisk and enablers

Anatomy of procurement fraud

Risk within procurement procedure

How to collect, analyse and use data

Associated financial crime risk and methodology
Conflicts of interest, gifts and hospitality risk

Use of agents

0. Risk within disaster management and emergency
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Risk framework Organisation/project counter fraud structure

Total quality management approach

Policies and procedures

Anti-corruption environment and culture

Risk registers and response plan

Monitoring mechanisms and performance measurement

Strategic approach
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Control measures
Prevention psychology
Evidence based interventions

Prevention
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Detection Detection methodologies

Data analysis and audit

Data sources

8C approach and due diligence

Departments associated with fraud prevention
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Disruption Practices to mitigate corruption
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Financial Recovery Practices to recover the proceeds of procurement corruption

2. Contractual, civil and criminal recovery

Sanctions 1. Use and type of sanctions
Framework to introduce sanctions
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Risk assessment Defining risk assessment methodology
Use of root cause analysis approach
Creating a risk model

Risk matrix

Operational, tactical and strategic response
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